WSA Record Management “Go Do” List 

1. Identify your Records Coordinator. See Attachment J. 

2. Handle all RestricterVConfidentmUAttomey-ClktU Privilege Records in accordance with all 
current Records Management Requirements. See Attachment 2. 


CONDFlDEN'riAL RULES 


Link: httpy/hotne.pmu.coiTu'Re cordsManagem enr/Mamials/Mana eernent Process/ Top ic 4/ 2 confidential.as 


Path: PM USA Intrancl>Reference>Records Managentenr>Maniials>PM USA Records Management 
Process> Chapter 4 — Records Security>Confidential Classification — Rules _ 


RESTRICTED RULES: 


[.ink: httn;//horne.nmu.c()in/RecordsMan:iaemeiit/MiimiaJs/ManiiaeTnent Proccss/Topic 4/3 restricted.as 


Patli; PM USA lntranet>Reference>Recards Management>Maniials>PM USA Records Management 
Process>Chaptcr 4 - Records Security>Rcstricted Classification - Rides __ _ 


ATTORNEY-CLIENT PRIVILEGE: 


Link: 

iittp://home.pntu.c:oityRecordsManat!ement/Manuals/ManaEemt;nt PrtTcess/Topic 4/4 attorney clicnt.as 


Path: PM USA lntranct>Reference>Recor(Ls Managemen{>Manuah>PM USA Records Management 
Process>Chapter 4 - Records Seciirity> Attorney-Client Privilege — Rules _ _ 



3. Follow business communications guidance. See Attachment 3. 


BUSINESS COMMUNICATIONS GUIDANCE; 


ic i/principles.as 


Path: PM USA lntranet>Rcferencc>Records Management>MamiaIs>Corp. Guide to Effective Information 
Mgmt> Chapter I - Business Commimicstion _ 



4. Know the. difference between Primary Records and I'ransient Records. See Attachment 4. 


I 


PRIMARY RECORDS vs. TRANSIENT RECORDS; 


Idnk:httn://ttonie.pini!..com/.RecordsMnxiaaemcnt/ManuaIs/Manageii'ient Process/Topic 2/n..jecag:asB 


Path: PM USA lntranet>Reference>Records Management>Maimals>PM USA Records Management 
Process> Chapter 2 ~ Primary vs. Transient Records>Recap - Primary vs. Transient Records _ 



5. Know how to find WSA Primary Records List (PRL) in ERMS. See Attachment 5. 


PRIMARY RECORDS LIST (PRL) IN ERMS: 


Path; PM USA Intranet>Reference>BRMS>RecordsMamgement> Z PM USA Primary Records 
ListsyWorldwide Scientific Affairs Primary Records List 



6. Determine if you or your personnel generate any of tlie Primary Records on fee list. 

A. If you generate Primary hard copy records, transfer completed records to your Records 
Coordinator in a manner that you have agreed upon. 

B. If you generate Primary electronic records on your PC, make arrangements for your 
Records Coordinator to show you how to put the records in ERMS. 

FYI - Some databases are identified as Primary Records on the Primary Records List. 

7. Identify the Transient Records you no longer need in your work area, including records in 
file drawers or on your PC (P drive, C drive, Shared drives. Desk top, etc.). 


To find the current version of all Records Management requirements you are responsible for 
complying with, use the associated LINK or PATH. 
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WSA Record Management “Go Do” List 

8. Determine if the 'I’ransient Record is under disposal suspension. Sec Attachment 6. 
See Attachment 7 for Summary of Disposal Suspension Policy imd Guidelines. 


DISPOSAL SlJSPENSrON; _ 

Link:htt p://ernis.Dmu.com/erms/liv elink.exe /29343()/DispQ!sal Suspension Topic N umbe rs.doc ?func^d oc.Fc 

tch&!iodeid-^2‘B43() __ ~ 

Path: PM USA lntmnet>Reference>ERMS>Records Management>Zl Records Management 

Ch<mnel>Disposal Suspension Topic Numbers _ 

DISPOSAL SUSFEMON POLICY AND GL1IDEL1NES; _ 

Link; jhttrK//i^onK^Bnlu.■com/'RecordsManagemcn l/M.TO^ aWMfc■C.dYg_M,anagenlent/Sl^n)marv 2j^soo pe.asp 
Path; PM USA intrmet>Reference>RecordsMartagement>Suimnary of Disposal Suspension Policy>Scope 


A. If the I’ransient Record is under disposal suspension: 

• Put the record or a copy of the electronic record in disposal suspension box. 

• For confidential/restricted/attomey-cdient privilege Transient Records, keep the 
record in a secure location per requirements for handling confidential/ 
restricted/attomey-client privilege records. 

• Delete the electronic record. 

B. If the Transient Record is not under disposal suspension and no longer needed, dispose of 
by siiredding. Follow confidential disposal rules. 

9. For records concerning a dispo.saI suspended topic—, on an ongoing basis, when you send e- 
mail or when you receive email from outside the company or when you write a memo, 
report, presentation, or anything on a topic under disposal suspension, put a copy in your 
disposal suspension box. 

10. Create and correct PM USA Quality System Records per Records Management 
Requirements. See Attachment 8. 


CRFATION RULES: _ 

Link: 

httD://liQme.pimi_,cotTi/Rec ordsMa na^cnien t''Maintats/Mana genietit Process/Topic 5/2 creation rules.as p 

Path: PM USA !ntranet>Reference>Records Mar>Mge.ment>Manuals>PM USA Records 

Management Proce.ss>Chapter 5 - Quality Rec 0 rds>Record Creation - Rules _ 

CORRECTION RULES: ___ 

Link: 

http://hQme.pnm.CQni/RecQrdsManagemcnr/Manuals/Management Process/l’opic 5/3 coirections niles.tLSO 
Path: PM USA [ntranst>Referenee>Records Management>Manttals>PM USA Records 
Management Process>Chaplcr 5 — Quality Records>Corrections -Rules 


To find the current version of all Records Management requirements you are responsible for 

__ complying witit, use the associated LINK or FATII. _ 
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ATTACHMENT 1 

WSA Records Coordinator Infrastructure 
Records Coordinator Area of Responsibility 


Division 

Records Coordinator 

Area of Responsibitity 




Executive Management 


OC A2W 




Product Integrity 

Mary Satterfield 

B-2 


Annette Baird 

E-2 





Rose Cash 

Back-up 

Scientific Affairs, Clinical 
Evaluations, Sensory 
Research, Scientific Affairs 
Programs 

Denise Mawyer 

A-2 and other members of tfiese 
groups 


09/12/02 3 

PM3001396021 


Source: https://www.industrydocuments.ucsf.edu/docs/rhpj0001 















\TTACHMENT 2 


The PM DSA Records Management Process 
Chapter 4; Records Security 

Definitions of^'Confidentiar and ^‘'Restricted’' records are covered m die Confidentiality & Security 
section of the Philip Morris Guide to Effective Information Management. The PM USA rules below are 
intended as a suppieinent to the Corportite Guide. NOTE: Tliese rules apply to Primary and Transient 
Records. 

Confidential Classification Business Rules 

1. Records kept in locked drawer or locked office when unattended. 

2. Confidential to be designated on document. 

3. Records released with authorization from the manager responsible for the record (or higher level) 
on a need-to-know basis. 

4. Records filed and maintained separately from record.s classified as Restricted or nosi-olassified 
records. 

5. Disposal when appropriate by shi'e^ding or electronic equivalent, i.e., not under disposal 
suspension, and retention period has expired. 

Restricted Classification Business Rules 

1. Password protection of electronic files. 

2. Restricted to be designated on document as authorized by Vice President responsible for the 
record. 

3. Records kept in locked drawer, if unattended. 

4. Copying and distribution beyond initial distribution controlled by Restricted Records Central File 
per-sonnel, as authorized by Vice President responsible for the record. 

5. Records filed imd maintained separately from records clas.sified as "confidential" or non- 
c1a.ssified records. 

6. Disposal when appropriate by cro.ss -cnt siiredding or electronic equivalent, i.e., not under disposal 
suspension, and retention period has expired. 

7. E-mail not permitted 

8. Dual security envelope required for distribution. 

9. Proof of receipt or hand carrj' required. 

10. Encrypted fax requited. 

Attorney - Client Privilege 

On occasion you may receive or be asked by the Company's lawyers to create a record with the 
designation "Attorney-Client Privilege" or "Attorney Work Product". The Attorney-Client Privilege 
designation applied to these records is not considered a records security classification but does have a few 
business rules associated with the designation which you must know and apply. Unle.ss so requested, you 
should not use this designation. 

Business Rules 

NOTE; Tliese rules apply to Primary Records and Transient Records. 

1. "Attorney-Client Privilege" may be applied only by, or at the specific direction of. Company 
lawyers. 

2. "Attorney-Client Privilege" mu.st be physically marked on records. 

3, Records must be filed and maintained separate from non-classifled records or otlier 
"Confidential" records or records classified as "Restricted". 

4, Record access is re.stricted to tlie department/individual creating the document or applying the 
label at the specific direction of Company lawyers. 

To find the current version of all Records Management requirements you are responsible for complying 
with, use the associated LINK or PAITL 
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ATTACHMENT 3 


A Guide to Effective Information Management 
Chapter 1: Business Communications 

SUMMARY OF RECORDS AND INFORMATION MANAGEMENT POLICY 

AND GUIDELINES 


Business Communications 

Business comniunications should be undertaken with appropriate thought and ctire. Remember the 

following principles; 

1. Business Communications should be professional and purposeful. 

2. Think about your message before you express it. Avoid casual speculation, and explain the factual 
bases for any conclusions. 

3. Separate opinions from facts and clearly label opinions as such. If the opinions are not your own, 
attribute them to the source. Never attempt to draw legal conclusions unless you are a lawyer. 

4. Be clear and conci.se. Use simple declaratory .sentences. Avoid exaggerations imd dramatic or colorful 
adjtxtives. 

5. Recognize that any communication other than a private face-to-face conversation may create a record. 
Someday that record may be seen by, or described to, a person who does not know the context in 
which the statement was made. Could it be misinterpreted'? If so, you have not expressed yourself 
witli appropriate care. 

6. Always choose an appropriate medium for communicating the message. If tfie infonttation needs to 
be preserved for future reference, it may warrant a carefully written memorandum or letter. Such 
writings, however, are expensive: they take time and resources to write, type, revise, deliver, read, 
and manage. Use them when necessiuy to enhance the impact of your message, or to preserve tire 
information for future reference. 

7. Ideas ai"e sometimes difficult to e.xpress clearly in writing and do not require documentation; a 
conversation (in person or by telephone.) may be the easiest way to assure yourself that your 
audience has understood your message. E-mail is spontatieoms, infonnal, and eas 3 " to circulate 
instantaneously, and it usually draws a quick response. Cryptic messages may easily be 
misunderstood, however, and some e-mail systems preserve messages that Unger in tlie system long 
after you think you have erased them. E-mail messages can be difficult to manage due to the large 
volume of e-mail traffic. And e-mai! users do not have the benefit of the "cooling off period ~ a 
second opportunity to reflect on what they have written before transmitting it — that reviewing a 
written draft of a letter or memorandum provides. So you rarely, if ever, should use e-niail — or voice 
mail, for that matter - to convey sensitive information. Also, remember that e-raail is not private and 
is intended only for business use. 

8. Voice mail may be an effective way to advise a person that you tried to reach him or her, but it 
should not be used to convey a lengthy message. Furthermore, you should never leave a voice mail 
message on a topic that may be subject to disposal suspension, since many voice mail systems are 
incapable of storing messages efficiently for lengthy periods of time. 

9. Alvvays be courteous and polite, and avoid vulgarity. Maintain a basinesslike tone; humor and 
stircasm are rarely appropriate in business communications and may be misunderstood. 

10. Do not use restrictive labels such as "trade secret" or "attorney-client privilege" unless you have been 
specifically instructed to do so by a person of appropriate audiority. Such labels may have legal 
import, and you may not have a sufficient undenstanding of their consequences to use them correctly. 

11. All inlcmal non-public Company communications are deemed "confidential" as to anyone outside the 
Company; you need not label tliem as such. If the communication is restricted to certain people even 
within the Company, you may appropriately refer to it as "confidential" or "personal and confidential" 
either ok the document itself or on the .sealed envelope you use to transmit it. You may not use any 

To find the current version of all Records Management requirements you are responsible for complying 
with use the associated LINK or PATH. 
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ATTACHMENT 3 


other confidentiaiity labels except as specified in the Company’s Guidelines for Security 
Classification and Labeling. Do not attempt to mimic or recreate confidentiality classifications 
applied by lawyers in litigatioji collection processes. Concern yourself only with the appropriate 
bus iness use of the record. 

12. Do not make or circulate unnecessary copies. Send a communication - whether written or electronic - 
- only to tlte people who need it. Reading and managing unnecessary records is expensive and 
burdensome. Imposing that burden on others is thoughtless and reflects poorly on the sender. 


To find the current version of all Records Management requirements you sire responsible for complying 
with use the associated LINK or PATH, 
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ATTACHMENT 4 


Primary’ vs. Transient Records 

From the Records Management Training: Before we move on to Chapter 3, let’s recap the differences between Primary and 
Transient Records. 


Primary Records 

Transient Records 

They have future reference value to the company 

They have no future reference value, and typically exist for the business 
convenience of individual employees 

They are the “official” company record 

They include: 

• records that have value to the business beyond the individual 
that created them 

• records that are required by applicable laws, regulations, or 
business policies/procedures 

• records received from non-PMUSA business units, 
contractors, vendors and regulatory agencies where you are 
the primary recipient on behalf of the company 

They include: 

• identical “circulation” or “working “ copies of Primary' Records 

• interim drafts 

• telephone message slips 

• conversational e-mail 

• to-do lists 

• personal reminder notes 

• periodicals generated outside of the company 

• blank forms 

• other items that ai:e normally discarded in the ordinary course of 
business (unless they are subject to disposal suspension) 

They are managed by the department whose function is most 
closely associated with the record 

Tliey are maintained by individual employees 

They are identified on die Primary Records List of the 
department responsible for managing the record 

They do not appear on Primary Records Lists 

They will be kept at a minimum for the duration of the retention 
period identified on their associated Primary Records List 

They should be disposed of as soon as they are no longer needed for 
active use (unless they are subject to disposal suspension) 


To find the current version of all Records Management requirements you are responsible for complying with use the 
associated LINK or PATH. 
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AITACHMENT 5 

Primary Records List-Worldwide Scientific Affairs (WSA) 


I Tq find the current version of the PRt, use the associated LINK or PATH. 
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ATTACHMENT 6 



All records that previously have been collected and stamped, marked or coded by, or at the direction of, 
attorneys {multi-digit stamped numbers, codes such as “Cl” or “C3”, or red dots) 


Chemical properties of tobacco, tobacco products or smoke 


Cigarette matrafacturing processes and methodologies concerning cigarettes manufactured and sold in the 
United States 


Formulas; recipes; or filter composition 


Government regulation of tobacco products (including lobbying efforts) 


Marketing and sale of tobacco or tobacco products in the United States (including advertising, 
romotions and consumer preferences) 


Marketing materials (anywhere) that discuss health claims or relate to youth smoking 


vlarketing plans and strategies (anywhere) (discussing which markets or segments to target and ways of 
•caching them) 


lOther specific topics of current disposal suspension notices 


iRecords retention, storage and disposal policies or practices 


iRelated health issues, including ETS and fire safety 


IRe search and development concerning tobacco or tobacco products 


Routing policies for communications between facilities of any Philip Morris tobacco company in the 
United States and laboratories located outside tlie United Stales 


frobacco processing and testing 


lUse of pesticides or genetic engineering in tobacco growth 


To find the current version of the Disposal Suspension Topic Numbers List use the associated LINK or 
PATH. 
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ATT ACHMENT 7 


Summary of Disposal Suspension Policy and Guidelines Polic 5 f 

Scope 

Retain all original records / data in any form or media that relate in iiny way to: 

• research and development concerning tobacco or tobacco products’ 

• related health issues, including ETS and fire safety; 

• chemical properties of tobacco, tobacco products or smoke; 

• use of pesticides or genetic engineering in tobacco growth; 

• formulas, recipes, or filter composition; 

• tobacco processing and testing; 

• cigarette manufacturing processes and methodologies concerning cigarettes manufactured 
and sold in the United States; 

• marketing and sale of tobacco or tobacco products in the United States (including 
advertising, promotions and consumer preferences); 

• marketing plans and strategies (anywhere) (discussing which markets or segnrents to 
target and ways of reaching tliem); 

• marketing materials (iutywhere) that discuss health claims or relate to youth smoking; 

• government regulation of tobacco products in the United States (including lobbying 
efforts); 

• records retention, storage and disposal policies or practices; 

• routing policies for communications between facilities of any Philip Morris tobacco 
company in the United States and laboratories located outside llje United States; 

• or any other specific topics of cuixent disposal suspension notices; and 

Retain all records that previously have been collected and stamped, marked or coded by 
attorneys (multi-digit stamped numbers, codes such as "Cl" or ”C3’', or red dots). 

Drafts 

Retain drafts of disposal-suspended records if they either have been circulated or Filed for future 
reference, or if no later version has been retained. 

Identical Copies 

Retain all copies (whetlier or not identical to the original) of disposal-suspended records relating to 
smoking and health that were circulated before April 1, 1998. 

For copies circulated on or after April 1,1998, you may dispose of copies of a disposal-suspended 
record if, and only if, the. copies are identical to the original and the original record reflects diat a 
copy has been sent to you (for example, if the original record lists you as a “cc” or “bcc”; your name 
appears on an attaclied distribution list; or a memo is addressed to your entire department). 

There are five important exceptions; 

1. If the disposal-suspended record itself does not reflect that a copy has been circulated to 
you (for e.xaniple, you are not listed as a “cc”; you make or receive a copy later; one of 
the recipients informally forwards it to you; or you receive a copy of a record that does 
not state the addressee) then you ntust retain your copy, even if it is identical to the 


To find the current version of the Dispc.sa! Suspension Topic Numbers List use the associated LINK or 
PATH. _____ 
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ATTACHMENT 7 


original, unless you have taken stepsto ensure that tlie transmission of the copy to you has 
been recorded and the record of that transmission has been retained; 

2. If you mark or alter the copy in any way (for example, by adding a note or comment, or 
by stapling it to other materials to create a new record), or if your copy is different in any 
way from the original, then it must be retained. By changing the record, you create a new 
record; 

3. If the copy itself has been collected by lawyers and stamped with a number 
(“0000000001”), a code (“Cl”, “C3”, or similar codes) or a red dot, then you must keep 

it; 

4. If the disposal-suspended record is received by an employee of the Company from a 
source who is not an employee of the Company then the first or principal Company 
employee who receives it, or another designated Company employes, must keep it; and 

5. One tnie copy of any disposal-suspended record that is either generated or received by an 
employee of tlie Company in the United States must be retained at a Company location in 
the United States. 

Electronic Records 

Whenever possible, electronic records subject to disposal suspension should be retained only in 
printed fonti, including information reflecting distribution (names and dates). If an electronic- 
record cannot be printed, then appropriate arrangements must be made to retain it in electronic 
fonn. Any such airangements require prior approval from Records and Infomiation 
Management, 

In addition, independent contractoni who work on-site in Company fiicilities must preserve 
disposal-suspended electronic records they generate, receive or maintain on Company computer 
systems in accordance with these policies. 

Responsibility 
Primary Records: 

The department whose function is most closely associated with tlie record (which may be the 
originating department or a department that requires the information to be submitted to it) will 
manage the Ihimary Record according to disposal suspension requirements. 

Transient Records: 

The originator of the record (or the first or primary' recipient, or another designated person, if the 
record is received from a source outside tlie Company or one that, under the rule for identical 
copies, must be treated as being outside the Company) applies disposal suspension requii-ements. 
Recipients are responsible for retaining copies if the copies themselves are subject to disposal 
suspension. If you return the original of someone's draft to them witli your comments written on 
it (not in a separate record), then he or she will manage the comments along with the draft, unless 
he or she is not an employee of the Company (as defined above) in the United States. (If you 
keep a copy of the draft and/or the comments, tlien apply the nile for copies.) 


To find the current version of the Disposal Suspension Topic Numbers List use the associated LINK or 

PATH. __ 
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Off-Site Storage 

Disposal-siispencled records may be transferred to the Company’s off-site record storage 
facilities. The box label and the transfer form both must reflect that the records are under 
disposal suspension. 


To find the current version of the Disposal Suspension Topic Numbers List use the associated LINK or 
PATH. _____ 

09/12/02 12 


PM3001396030 


Source: https://www.industrydocuments.ucsf.edu/docs/rhpj0001 
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The PM ESA Records Management Process 
Chapters: Quality Records 

Business Rules for Record Creation 

1. The creation of Quality Records must comply with all instructions, procedures, and 
training requirements associated with the record. For example - records may require a 
signature, date, and review by someone other than the person who creates tlie record. 

2. In addition. Quality Records must adhere to die following requirements: 

a. Quality System fonns must be completely filled out with no blank sections or 
fields. There must be at least one entry in each section. If information is not 
required in a section of the form, mark the section to so indicate (draw line, NA, 
block out with X, etc.). 

b. The information filled in on the form must be legible and accurate, 

c. Tlie record must be created in ink or permanent marker, or created on or printed 
from a computer system. 

Business Rides for Making Corrections to Quality Records 

1. Paper records - Draw a line through the information to be corrected so the conected 
information remains readable, clearly print Lite new information on the record and then 
sign t initial :md date the correction. 

2. Electronic Records (option 1) ~ Print the information to be corrected, make the correction 
on the printed copy as you would a paper record, file the paper record and make the 
conoction in the electronic system. 

3. Electronic Records (option 2) - Document the appropriate information about the 
correction in a log, sign and date the log entry, and make the correction in tlie electronic 
system. 

4. Electronic Records (option 3) - For systems that are validated, have correction audit 
hails, and have electronic autlientication .... follow your procedures and make the 
correction. 


To find the current version of all Records Management requirements you are respoasible for complying 
with nsc the associated LINK or PATH. 
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